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INTRODUCTION

We all are getting addicted to Internet and social media for various reasons. Especially, social media is being used as a source
of information and findings show that the frequency and popularity of misinformation are high on social media.

Americans now get news Mentioned that the news they see 'I.'IO Fake news spreads
7'|°/° content via social 57% on social media is largely : . faster than genuine
platforms inaccurate Ratio news.

False Context Manipulated Content Fabricated Content
Types of When genuine content is When genuine New content,

shared with false information or imagery is that is 100% false, designed

Fake news contextual manipulated to to deceive and do harm

information deceive
Satire or Parody Misleading Content Imposter Content False Connection

No intention to cause Misleading use of When genuine sources When headlines, visuals or
harm but has potential information to frame an are impersonated captions don't support the

to fool issue or individual content
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Pakistani TV channel broadcasts fake
Fake news can have serious consequences. The spreading of fake news is an undesired threat to R

the human race. It weakens harmony in society. Below are some of the impact caused by fake news. R s

> Johnson remains in intensive care unit at St Thomas’ Hospital in
London, battling coronavirus.

> The United Kingdom is one of the worst-affected countries by the
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- Anger at a terrorist attack in Kashmir has opened
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OBJECTIVES

INnvestigating a design
opportunity that nelps In
the verification of fake
Nnews and educate
users accordingly.

Steps to achieve this objective are

e

Ol

Behaviour

What instigates the users to share

the fake news?

Pain points

Pain points involved in checking the

genuineness of the news.




METHODOLOGY

| wanted to examine the pattern and understand the various aspects of people
consuming the information in day-to-day life. Therefore, | chose two basic
approaches to viz. Qualitative Research and Quantitative Research.

BEHAVIOURAL

@ EYE TRACKING @ ANALYTICS
@ USABILITY TESTING ® A /BTESTING @ DATA MINING
@ CONTEXTUAL INQUIRY

QUALITATIVE @ FIELD STUDIES

@ DIARY STUDIES QUANTITATIVE

@ CUSTOMER CALLS
@ MESSAGE BOARD MINING @ ONLINE SURVEYS

@ INTERVIEWS, FOCUS GROUPS @ CARD SORTING ---f-==nemnnnene-

ATTITUDINAL

Fig: The research landscape, where the method is mapped against the axis

Research Process followed

Literature Review

Referred 70+ journals/papers

‘ O User Interview
_CD_‘ Interviewed 5 users

v — Online Survey

Collected 40+ responses



LITERATURE REVIEW

Summary of actions taken by

Social media sites as pathways to news

% of U.S. adults who get news on each social media site SOCiql Mediq qutform
Effort led by social media rceoos. [ <> . . . .
y voorwse [ « Tie up with a third-party, a fact-checking
et O g N organisation
rwiter [ :2 J '
Instagram - 8 . .
i [ - Uses Machine Learning to detect fraud and
I |
e FSyeineleg)y ene Ln n iInauthentic spam accounts.
fake news reacit [l 5
Snapchat 5 . . .
- - Displays labels and depicts warning messages.
whatsapp ] 2
' Tumbkr [ 1
Currgnt epellielolie - : o - Suspends accounts of users who spread fake news.
solution ‘News Use Acsoss Soclel Media Pltforms 2015"

Fig: % of US adults who get news on Social media site




LITERATURE REVIEW

Below theory explains about the relation between human behaviour and fake news. Additionally, We share the information to reaffirm

something we have already believed as true, which forms an echo chamber cycle. Therefore social media has, more than 70% of the fake
news likely to be retweeted than the real news

Naive Realism

We firmly believe that our perceptions about the information

Effort led by social media we know are true and anything contrary to it is biased.
on fake news

Human Psychology and

Confirmation Bias
fake news

We like to receive information that conforms or

match with our belief.
Current available

solution

Galaxy brain

Highly emotionally provocative information being

incorporated into long-term memory banks.



LITERATURE REVIEW

Fact checking services

Effort led by social media Services that are available to check the accuracy of

N fake new . . . . .
ON TAKE NEWS information. Politifact, Snopes etc. Limited to region, genre etc.

Human Psychology anad

fake news

Mobile Applications
Current available Maintains a database of global fact-checking
solution sites but not fully functionall.

Plugins

Available for browsers majority of the plugins are

not fully supportive/functional.



USER INTERVIEW

A user interview was conducted with b participants below are the take away concluded at
the end of all the sessions

Summary of the Interview

- All the participants mentioned that they are aware and cautious about the fake news that is being
circulated.

- Most of the participants expressed that they won't easily trust the information that they receive.

« The user would be more likely to believe the information if they received it from a reputed source or
known person.

« 4 out of 5 mentioned that they never made any effort to check the information

 participants mentioned that they believe the information more if it comprises suitable images and

videos.

« Participants expressed that they tend to believe the information more when they repeatedly hear the

same news from multiple sources.
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FRAMING USER

Nowadays, | don’t trust
any news.

Susan Rider

Occupation: Insurance agent
Age 42

Location: New York

Friendly Helping nature

Values the reality

BIO

Susan is a 42-year-old insurance agent who is known as an active and energetic
person within her friends and family group. She believes that a strong and expansive
network not only helps her to get more commission but also helps in developing
long-lasting relationships. She has been handling smartphone for a couple of years
and has been active on WhatsApp and Facebook lately. Since she has a bigger
friends circle, she is fond of sending forwards and sharing information with her
friends and family groups. Recently, she encountered an embarrassing scenario by
sharing forwarded news which was debated on the group and later turned out to be
fake news.

Goals

+ To quickly check the authenticity of any received news.
+ Forward messages which are only authentic.

+ To be known as a resourceful person within her group.
+ To be aresponsible citizen by not sharing fake news.

Challenges

* Not aware of any particular website/tool to verify the news

+ It’s a lengthy process to google and find out the authenticity of the news.

« There is no guarantee of getting facts if | google and it is such a waste of time.

* | rely on various platforms for news which is always difficult to verify.

« Difficult to judge the authenticity of news circulated on social media even if it
contains images/videos.

+ | get to read the same news again and again which makes me believe it.

Motivation
+ Easy to check the news + Educate on fake news in advance
» Ability to share the facts » Supports different formats

Fig: User Persona

Persona

Persona gives a brief representation of the
real target user and briefs about their

character, paint points and goal etc.

—U]




USER STORY

User Story

A day in the life

Created a storyboard considering how Susan

got into an awkward situation after forwarding

the news to her group and later turned out to

Starting her week, Susan gets
ready for the office to meet her
clients.

After her busy day, Susan checks
her WhatsApp group where she the
lengthy discussion and some
people mocking her and asking for
proof.

She finds time while travelling in
Cab & checks Facebook on her
phone. She came across news
which says ‘Government will ban
all the Insurance agents in the
department’.

Susan gets tensed and forwards
that message to the close circle
asking if they have any information.
Later she fails to get any lead.

Susan gets emotionally disturbed
by looking at the news and shares
the news across multiple groups
and platform.

of |
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Susan tries to find the result on
Google but again fails to find the
facts.

Fig: User Persona (As is scenario)

Disturbed by Susan’s message, her
friends start calling her.

- Should never
. of i)
. —

After facing the backlash, Susan
apologises to the group. From now
she is afraid to share any
information and lost trust on social
media.

be fake news.




IDEATION PROCESS

WHAT MAKES IT
DIFFICULT TO SOLVE?

Before jumping to ideation, Started with the base
question and tried to capture all the possibilities.

Spreading of any fake news is systematically planned

Size of problem is big & requires many parties to get involved one of
which is governmental

Powerful people involved

Eliminating the fake news in budding level is difficult as it always a chain reaction

Technology is not that matured to successfully eliminate the fake news in budding level

Difficult to measure the impact at initial stage

No clear solution yet to implement immediately

High graded technology is used to spread fake news such as bots

Exploits the psychological weakness of the humans

Involves human emotion which drives the chain reaction

Users dependency on multiple platform which exposes them
to fake news one or the other way

Educating users on fake news has not been done properly

Time consuming task to train and educate the users on identifying fake news



IDEATION PROCESS

Once all the possible ideas were captured, the next step was to analyse the pattern of an ideation session. These ideas were further divided into 5
themes/groups depending on the nature of the ideal.
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IDEATION PROCESS

Priority mapping

To evaluate these ideas, a priority matrix was done based

on the impact and feasibility of each idea.

High

Mandatory set up

an ombudsman to

handle fake news
related issues

Setup a team
of expert
committee to
look into
various topics

e ———

Impact

Manually
setup an team
to monitor
social media

Low

Strict action
against people
who spreads
the fake news

AVICK
wius

Maintain order
and
compliance of
Social media

e —

Training
videos on
YouTube

Iws

Set up a fast
track court to
handle fake
news related
dispute

Feasibility

\V/ \'/
Setup trained One solution™
bots to verify to support

news and Itipl
respond to RS
queries plakiden
PROTECTS
w_
An app to trail.o
2477 te.am and educate
to verlfy the user on
basic way to
facts check the facts
T———— —
Ads on various
platform to
educate the
users

A mass events T“MKLESS-

across country TASKS
to bring Introduce

awareness o
topics in
S i education
complaint on
particular syllabus
news if found e —
suspicious
High

Fig: Priority mapping



DESIGN PROCESS
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DESIGN PROCESS
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USER TESTING

Users were given the clickable prototype and asked to complete two tasks: search the given
news and look into the details of fake news. The following are the key points gathered from
their feedback.

- To have an easy access to help and support bot.

- Lengthy onboarding flow

« Quicker way to find facts using voice command.

- Options to stay updated with the status of claimed news if the review is in pending state/

Mostly false.




VISUAL DESIGN

sSkip

Welcome
Together let’s stop Fake news

Minimalistic design
orinciples were used
to achieve ease of
INnteraction through o

frictionless interface. “enanaposova youoeter
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Or Sign up with

OO

all =

Personalised experience

Based on user behaviour and interest, the

app suggests relevant content.

Simplified Search

The app provides multiple ways for user to

search the facts.

Gamification

To engage and motivate consistent
participation of users gamification technique

is introduced.
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DESIGN PROCESS

Different ways of user getting exposed to fake news

—
Whatsapp, Telegram, etc a] - & Chat Bot
websites
Plugin
Share options
Browser

Facebook, Twitter, Instagram etc. \Jd 8 ﬁ =

o
Reading List

Television r Cancel ]

Standard text message Copy paste the
mMessage or Seadrch

Word of mouth

Standard Search
options

News apps

Add-ons

Extended the ideas to support various
scenarios such as website, plugins, tab,

google assists/echo, WhatsApp bots etc.




CONCLUSION

LEARNINGS

« Multiple stakeholders need to put their hands together to

control the spread of fake news.
If properly implemented, it will be a - Educating users about fake news is extremely important.

 Early user testing provided valuable feedback

huge contribution to maintain social

harmony and peace by curbing fake

news. Unless some solution is found, FUTURE DIRECTION

there is every chance of WOI’SGﬂiﬂg « Iterating the experience based on user behaviour and analytics.

« Technology improvements in the field of Artificial Intelligence and

the situation. Machine Learning are required to identify fake news effectively.

« API support for different other applications and social media platform
which might be a great business model.

« Should be extended to other devices as well.
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